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@/j Lab Objective

The objective of this lab is to learn how to use Wireshark and how computers
encapsulate and send data.

Q Lab Mission

The mission of this lab is to capture various types of network traffic, and analyze the
data.
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(O Lab Duration

30-60 minutes

(9 Requirements

e Knowledge of the TCP/IP model and data encapsulation.
e Knowledge of basic Wireshark filters.
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=H] Resources

e Environment & Tools
o Windows 10 VM
o Web browser
O Internet connection
e Extra Lab Files
o Wireshark is 4.0.3.exe
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Lab Task 1: OSI & TCP/IP

This task will review OSI & TCP/IP information previously learned.

1 Whatis the primary role of the Transport Layer and which are the two most
common corresponding protocols?

2  In which layer of the OSI model do protocols like DNS, HTTP, and SSH operate?

3  In which layer of OSI and TCP/IP models are source and destination logical
addresses added to the packet?

4  In which layer of OSI and TCP/IP are source and destination physical addresses
added to the frame?

5 What does UDP do with corrupted or out-of-order packets?
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Lab Task 2:Wireshark Installation

In this task, we will install Wireshark.

1 Before you start, make sure your Windows 10 virtual machine’s NIC is configured

to NAT.
B W0~ Setting
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Storage Attached bo: |HAT -
d}-l Audio o .
IE Metwark s
f
5 seratpons
L7 use
[ shared Folders
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2  Use the provided Wireshark installation file to install the software. Double-click
the file to start the installation.

3 If a message regarding “User Account Control” appears, click “Yes”.

!; User Account Control *

Do you want to allow this app to make changes to

your PC?

é Program name:  Wireshark installer for 64-bit Windows
Verified publisher: Wireshark Foundation, Inc.

File origin: Hard drive on this computer

Change when these notifications appear
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4  cClick Next in the first setup page to begin.

M Wireshark 3.2.5 64-bit Setup - X

Welcome to Wireshark 3.2.5 64-bit
Setup

This wizard will guide you through the installation of
Wireshark,

Before starting the installation, make sure Wireshark is not
running,

Click Mext' to continue.

Next > Cancel

5 Inthe next page, click “I Agree”, for the license agreement.

M Vireshark 3.2.5 64-bit Setup = IS
License Agreement
Please review the license terms before instaling Wireshark 3.2.5 64-bit. ‘

Press Page Down to see the rest of the agreement,

[This text conssts of three parts:

Part I: Some remarks regarding the icense given in
Part Il The actual kcense that covers Wireshark,
Part III: Other applicable licenses,

'When in doubt: Part TIfIII is the legally binding part, Part [ is just
there to make it easier for peaple that are not familiar with the GPLV2.

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Wireshark 3.2.5 64-bit.

< Back I Agree Cancel
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M Wireshark 3.2.5 64-bit Setup -

Choose Components
Choose which features of Wireshark 3.2.5 64-bit you want to install.

The following are available for

H

£

Select components to install: - m
[#] Tshark
(#-[¥] Plugins & Extensions
- [ Tools
Documentation

 Description
Space required: 193.4M8 Post -

<ok [ o> ]

Cancel

In the next page, make sure all the options are selected, and click “Next”.

M wireshark 3.2.5 64-bit Setup -

Additional Tasks
Create shorteuts and associate file extensions.

Create Shortcuts
[Avireshark Start Menu Item
[ vireshark Desktop Icon
A viireshark Quick Launch Icon
Associate File Extensions
[ Assodiate trace file extensions with Wireshark
Extensions indude 5vw, awp, ape, atc, bfr, cap, enc, erf, fdz, ipfix, kap,

mplog, out, pcap, pcapng, pkig, pht, rfS, snoop, syc, tpc, trl, trace, trc,
VT, wpc, and wpz.

<Boac o> ]

x

“

Cancel

In the next page, make sure all the components are selected, and click “Next”.
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In the next page, select the installation destination folder, and click “Next”.

M Wireshark 3.2.5 64-bit Setup - e
Choose Install Location
Choose the folder in which to install Wireshark 3.2.5 64-bit. ‘

Choose a directory in which to install Wireshark.

Destination Folder
[ Program Files\viveshark] Browse...

Space required: 193.4MB
Space avalable: 30.5GB

oot [>T | coo

M Wireshark 3.2.5 64-bit Setup - X
Packet Capture
VWireshark requires either Npcap or WinPcap to capture live network data, ‘

Currently installed Npcap or WinPcap version

Install
[-] install Npcap 0.5994
(Use Add/Remove Programs first to uninstall any undetected old Npcap or WinPcap

Get WinPcap
Leamn more about Npcap and WinPcap

oo =

In the next page, make sure “Install Npcap 0.9994” is selected, and click “Next”.
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agreement.

10 In the next page, click “Install” without changing anything.
The installation will begin.

Currently installed USEPcap version
SBPCap is currently not instales
Instal

[inctal USBPeap 1.5.4.0
(Use AddRemove Programs first to uninstall any undatected old USEPcap versions)

Important notice
In case of issue after instalaton, please use the system restore pont created or read
https: /fgithub. com/fdesowinfusbpcap fssues/3

T e

M Wireshark 3.2.5 64-bit Setup — ¥
USB Capture
USBPCap i required to capture USB traffic. Shauld USSPeap be installed ‘
(expermantal)?

7 Mpcap 0.9994 Setup

License Agreement
Please review the bcense terms before installing Npcap 0.5994,

Press Page Down to see the rest of the agreement.

MPCAP COPYRIGHT [ END USER LICENSE AGREEMENT

Mpcap is a Windows packet sniffing driver and library and is copyright
(c) 2013-2019 by Insecure.Com LLC ("The Nmap Project”). Al rights
reserved,

[Even though Npcap source code is publidy available for review, itis

not open source software and may not be redstributed without spedal
permission from the Nmap Project, The standard version is also

If you accept the terms of the agreement, dick I Agree to conftinue. You must accept the
agreement to install Npcap 0.5954.

| tagee | | conce

hmfted to instalation on five systems. We fund the Npcap project by v

11 When the installation process ends, click “I Agree” for the Npcap setup license
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12 In the next page, leave all the options unselected and click “Install”.

37 Mpcap 0.9994 Setup -

Installation Options
Flease review the following options before instaling Npcap
9994

NMAP: ORG 0.

Legacy kopback support for Nmap 7.80 and older. Mot needed for Wireshark,
Restrict Npcap driver's access to Administrators only

Support raw 802. 11 traffic (and monitor mode) for wireless adapters

Install Npcap in WinPcap API-compatible Mode

<ock [ st ]

Cancel

13 When the installation ends, click “Next”, and in the next window, click “Finish”.

The Wireshark installation process will continue.

( Npcap 0.9994 Setup
Installation Complete
Setup was completed successfully.
NMAF. ORG
Show detais
Back MNext > Cance
(3 Npcap 0.9994 Setup -
Finished
Thank you for installing Npcap

NMAF. ORG

Npcap has been installed on your computer.

Click Finish to dose this wizard.
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14 When the installation ends, click “Next”, and in the next window, click “Finish”
without selecting “Show News”.

M Wireshark 3.2.5 64-bit Setup —

Installation Complete
Setup was completed successfully. ‘
Completed
| Extract: rawshark.exe a

Extract: rawshark.html

Output folder: C:\Program Fles\Wireshark

Extract: mmdbresolve.html

Qutput folder: C:\Program Fles\Wireshark

Extract: mmdbresolve.axe

Output folder: C:\Program Fles\Wireshark

Extract: user-guide.chm

Extract: faq.himl

Complated v

M Wireshark 32,5 64-bit Setup -

Completing Wireshark 3.2.5 64-bit
Setup

Wireshark 3.2.5 64-bit has been instaled on your computer.

Click Finish to dose Setup.

] shaw News
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Lab Task 3: Use Wireshark to Examine Live Network Traffic
In this task, we will install Wireshark and become familiar with the interface.

Part 1 — Learn about the Wireshark Dashboard

1 Choose the network adapter in use, and who you want to view data on.
The graph shows which interface is active.

M The Wireshark Network Analyzer

- O X
File Edit View Geo Capture Analyze Statistics Telephony ‘Wireless Tools Help
duE 2@ [IBREIs==TLEFEQaanm
[H ]A:Jpl‘,-' a display filter ... <Ctrl-f> [i}] '] Expression...  +
Welcome to Wireshark

Capture

.using this filter: l | |Enter a capture filter ... '] |Al]i'merfaoes shown ™ |

o] Ethemet SV A
Blueteoth Network Connection
EthemetD P

2 Dashboard View:

a) The top screen or bar contains the program’s tools, such as preferences,
settings, and the search bar.

AmZ@® IERE |-

] |.a'4,pp|}f a display filter ... <Ctrl-/=

b) The windows in the middle show the live network traffic on the network card
(adapter). Data is presented as frames.

c) The screen at the bottom displays information for a selected frame.
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Part 2 — Examine Live Network Traffic

3  Start capturing the network by clicking the Wireshark icon 4 .

4 Open a web browser (recommended: Edge or Firefox).

5 Browse to http://juice-shop.herokuapp.com/#/ and immediately after the web

page is loaded, click the stop button [ B

6 Take a closer look at a client requesting a web page from a server.
Use the search bar to display only the HTTP packets.

M e 2 - o 4
File  Eit  View Go  Caplure  fnabyee  Stalisticn Telephooy  Wieless  Toob lefp
AN &6 THRE A« EF T = 9 48TF

b Ed -]+
Mo, Tie Sorce Destiraticn Potoctd Lengn Lofe -

1. 4.801384 18.8.2.15 13.226.6.34 HTTP 383 GET //MEoWSDBGMEQWQjAIBgUrDEMCGEUABBS LWZEEWSgdYcaUasEaal jiE...

1. 4.807717 13.226.6.34 16.6.2.15 0CSP 338 Response
- »!?‘. 385.715.. 10.8.2.15 52.16.192.249 HTTP 385 GET / HTTP/1.1
~)» 7. 305.81@.. 52.16.192.249 16.6.2.15 HTTP 1@.. HTTP/1.1 200 OK (text/html)

7. 385.849.. 10.9.2.15 52.16.192.249 HTTP 403 GET /styles.css HTTP/1.1

7. 305.849.. 18.0.2.15 52.16.192.249 HTTP 438 GET /runtime-es2815. s HTTR/1.1
| 7 sac A3a 1a a s ac C4 1€ 18% 340 UTTH A0 ACT funndan Ac3B81C S0 UTTRIA A &

> Frame 749: 385 bytes on wire (3680 bits), 385 bytes captured (3680 bits) on interface \Device\NPF_{87C2B33F-4678 "
> Ethernet II, Src: PcsCompu_lc:ba:@c (@8:08:27:1c:ba:@c), Dst: RealtekU_12:35:06 (52:54:00:12:35:08)

> Internet Protocol Verslon 4, Src: 10.0.2.15, Dst: 52.16.192,249

» Transmission Control Protocol, Src Port: 49687, Dst Port: 88, Seq: 1, Ack: 1, Len: 331

~ [Hypertext Transfer Protocol

- GET / HTTP/1.1\r\n o
ff ff 02 7e D0 B2 47 45 54 20 2f 20 48 54 54 50 ceoemeoGE T S HTTP @
2f 31 2e 31 6d Pa 41 63 63 65 70 74 3a 20 74 65  f1.1--Ac cept: te

78 74 2¥ 68 74 6d 6C 2¢ 20 61 70 70 6C 69 63 61 xt/html, applica

74 69 6f Ge 2f 78 68 74 6d 6c 2b 78 6d 6c 2c 20  tion/xht ml+xml,

69 6d 61 67 65 2f 6a 78 72 2c 28 2a 2f 2a 8d @a  image/jx r, */*.-

5]

]

)

d
aa7e

7  Click the GET HTTP packet sent from the local PC to the server.

8 Click each header to view the encapsulated date (logical ports, IP, and MAC
address).

9 Document the following details:
a) What are the logical port source and destination?
b) What are the logical source and destination addresses?
c) What are the physical source and destination addresses?
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Lab Task 4: Capture Network Traffic to a File and Analyze it

In this task, we will capture packet data and save it to our disk. We will then open the
saved file and look for specific data using filters.

1 Click the Wireshark icon 4 to start capturing.

2 Openthe CMD and send a ping to 8.8.8.8

3 Browse to http://hack-yourself-first.com/

4  Stop capturing using the stop button M .

5 Click File and then Save as. Name the file capturel and save it in the Desktop
folder.

6 Close Wireshark.

7  Double-click capturel.pcap to open the file.

8  Using the appropriate display filter, display only the DNS packets.
Note: if you fail to find the query, flush the DNS cache with the command
ipconfig /flushdns and repeat steps 3-8.

9 Document the following details:
a) Which Layer 4 protocol is used to encapsulate the Layer 4 header.
b) What are the source and destination logical ports?
c) What is the default DNS server configured on your machine, according to the
Layer 3 header?

10 Which filter will display all packets sent to port 537
11 Using the appropriate display filter, display only the Ping packets.

12 Document the following details:
a) How many requests and replays are shown?
b) Why doesn’t ICMP have a logical port number listed in the packet capture?

13 Which filter will display all packets sent to the 8.8.8.8 host?
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