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Note: Solutions for the instructor are shown inside the green box.

@)/ Lab Objective

The objective of this lab is to learn how to use Wireshark and how computers
encapsulate and send data.

Q Lab Mission

The mission of this lab is to capture various types of network traffic, and analyze the
data.

P )
(Q Lab Duration

30-60 minutes

(9 Requirements

e Knowledge of the TCP/IP model and data encapsulation.
e Knowledge of basic Wireshark filters.

| 1]
=m] Resources

e Environment & Tools
o Windows 10 VM
o Web browser
o Internet connection
e Extra Lab Files
o Wireshark is 4.0.3.exe
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Lab Task 1: OSI & TCP/IP

This task will review OSI & TCP/IP information previously learned.

1 What s the primary role of the Transport Layer and which are the two most
common corresponding protocols?

The transport layer handles the coordination of data transfer between two network
hosts: TCP and UDP.

2 In which layer of the OSI model do protocols like DNS, HTTP, and SSH operate?

Application Layer (7).

3  In which layer of OSI and TCP/IP models are source and destination logical
addresses added to the packet?

OSI - Network Layer (3), TCP/IP - Internet Layer (3).

4 In which layer of OSI and TCP/IP are source and destination physical addresses
added to the frame?

OSI - Data Link Layer (2), TCP/IP - Network Access (1).

5 What does UDP do with corrupted or out-of-order packets?

Nothing, the destination discards corrupted packets.
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Lab Task 2:Wireshark Installation

In this task, we will install Wireshark.

1 Before you start, make sure your Windows 10 virtual machine’s NIC is configured

to NAT.

@w

[ Genera Network

[E] system Mapter L Adapter? | Afenter3 Adopter 4
@ Display [ Enable Metwark Adapter

Attached to: |NAT ut

@ Storage

:DJ fudio -

| a] Metwork:

@ Serial Ports

| | &7 use

] shared Folders

‘ T | userInterface

‘ oK Cancel

2  Use the provided Wireshark installation file to install the software. Double-click
the file to start the installation.

3 If a message regarding “User Account Control” appears, click “Yes”.

$ User Account Control s

5 Do you want to allow this app to make changes to

your PC?

é Program name:  Wireshark installer for 64-bit Windows
Verified publisher: Wireshark Foundation, Inc.

File origin: Hard drive on this computer

Show details fes

Change when these notifications appear
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4  Click Next in the first setup page to begin.

‘ Wireshark 3.2.5 64-bit Setup - ps

Welcome to Wireshark 3.2.5 64-bit
Setup

This wizard will guide you through the installation of
Wireshark,

Before starting the installation, make sure Wireshark is not
funning.

Click 'Next' to continue.

==

5 Inthe next page, click “I Agree”, for the license agreement.

M Wireshark 3.2.5 64-bit Setup — s
License Agreement
Please review the license terms before installing Wireshark 3.2.5 64-bit. ‘

Press Page Down to see the rest of the agreement.

[This text consists of three parts

Part I: Some remarks regarding the bcense given in
Part II: The actual beense that covers Wireshark.
Part III: Other applicable licenses.

When in doubt: Part I1/1II is the legally binding part, Part [ is just
there to make it easier for people that are not familiar with the GPLv2.

1f you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Wireshark 3.2.5 64-bit.

<Back Cancel
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7

M Wireshark 3.2.5 64-bit Setup —

Choose Components
Choose which features of Wireshark 3.2.5 64-bit you want to install.

The following components are avaiable for installation.

Select components to install: m

Tshark

Plugins & Extensions
Tools
Documentation

&

o

Description
Space required: 193.4 MB L
T it

<oack [ o> |

s

£

Cancel

In the next page, make sure all the options are selected, and click “Next”.

M Wireshark 3.2 5 64-hit Setup -

Additional Tasks
Create shortouts and assodate file extensions.

Create Shortcuts

[ wireshark Start Menu Item
[l wireshark Desktop Icon
[ wireshark Quick Launch Icon

Associate File Extensions
] Associate trace file extensions with Wireshark
Extensions indude Svw, acp, apc, atc, bfr, cap, enc, erf, fdc, ipfix, leap,

mplog, out, pcap, pcapng, pklg, pkt, rfs, snoop, syc, tpc, trl, trace, trc,
vwr, wpc, and wpz.

<ok [ em> |

e

£

Cancel

In the next page, make sure all the components are selected, and click “Next”.
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9

In the next page, select the installation destination folder, and click “Next”.

‘ ‘Wireshark 3.2.5 64-bit Setup

Choose Install Location
Choose the folder in which to install Wireshark 3.2.5 64-bit.

Choose a directory in which to install Wireshark.

- w0

“

Destination Folder
[ Progr am Fies reshar] Bronse...
Space required: 193.4MB
Space avaiable: 30.5 GB
oot carea

M Wireshark 3.2.5 64-bit Setup
Packet Capture

- X

Wireshark requires either Npcap or WinPcap to capture live network data. ‘

Currently installed Npcap or WinPcap version

Install
Install Npcap 0.9994

(Use Add/Remove Programs first to uninstall any undetected old Npcap or WinPcap

Get WinPcap

Leam more about Npcap and WinPcap

< Back

In the next page, make sure “Install Npcap 0.9994” is selected, and click “Next”.
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10 In the next page, click “Install” without changing anything.
The installation will begin.

M Wireshark 3.2.5 64-bit Setup

USE Capture

USBPCap is required to capture USB traffic. Shouid USBPcap be installed ‘
(expenmental)?

— w0

Currently installed USBPcap version

Instal

[instal USBPcap 1.5.4.0
(Use Add/Remove Programs first to uninstall any undetected old USBPcap versions)

Important notice

In case of issue after installation, please use the system restore point created or read
https: //github. comfdesowin fusbpcap fissues/3

<oack [l ] | conce

11 When the installation process ends, click “I Agree” for the Npcap setup license

agreement.

(& Npcap 0.9994 Setup

License Agreement
Please review the license terms before installing Nocap 0.9994,

Press Page Down to see the rest of the agreement.

NPCAP COPYRIGHT / END USER LICENSE AGREEMENT

Npcap is a Windows packet sniffing driver and library and is copyright

(c) 2013-2019 by Insecure.Com LLC ("The Nmap Project”). Al rights
reserved.

Even though Npcap source code is publidy available for review, itis
not open source software and may not be redistributed without spedial
permission from the Nmap Project, The standard version is also

limited to installation on five systems. We fund the Npcap project by

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Npcap 0.9954,

[ragee ] [ conce
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12 Inthe next page, leave all the options unselected and click “Install”.

(& Npcap 0.9994 Setup — *

Installation Options

Please review the following options before instaling Npcap
0.9994

Legacy loopback support for Nmap 7.80 and older. Not needed for Wireshark.
Restrict Npcap driver’s access to Administrators only

Support raw 802. 11 traffic (and monitor made) for wireless adapters

Install Mpeap in WinPeap APT-compatible Mode

ot o

13 When the installation ends, click “Next”, and in the next window, click “Finish”.
The Wireshark installation process will continue.

(& Npcap 0.9994 Setup —

Installation Complete
Setup was completed successfully.

Completed

Show details

(& Npcap 0.99%4 Setup =
Finished
Thank you for installing Npcap

Npcap has been installed on your computer.

Click Finish to dose this wizard.
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14 When the installation ends, click “Next”, and in the next window, click “Finish”
without selecting “Show News”.

.‘Wircsqa'<32.> &4-bit Setup —

Installation Complete
Setup was completed successfully. ‘
Completed
Extract: rawshark.exe ~

Extract: rawshark.html

Output folder: C:'\Program Files\Wireshark

Extract: mmdbresolve.html

Output folder: C:\Program Files\Wireshark

Extract: mmdbresolve.exe

Output folder: C:\Program Files\Wireshark

Extract: user-guide.chm

Extract: fag.html

Completed v

Bad Next >

M Wireshark 3.2.5 64-bit Setup —
F

Completing Wireshark 3.2.5 64-bit
Setup

Wireshark 3.2.5 64-bit has been installed on your computer.

Click Finish to dose Setup.

[ show News

Page 11



Lab Task 3: Use Wireshark to Examine Live Network Traffic

In this task, we will install Wireshark and become familiar with the interface.

Part 1 — Learn about the Wireshark Dashboard

1 Choose the network adapter in use, and who you want to view data on.
The graph shows which interface is active.
M The Wireshark Network Analyzer - O *
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

LK RE ] =
] |J-'-\pp|'-r' a display filter ... <Ctrl-/>

i '] Expression... +
Welcome to Wireshark
Capture

...using this filter: [ |Enter a capture filter ...

- ] Allinterfaces shown =

... Ethemet — ol
Bluetooth MNetwork Connection
EthernetD A

Note: The answers in this section were taken from a lab environment.

Since you are working in a different network environment, some of the answers may be
different.

2 Dashboard View:

a) The top screen or bar contains the program’s tools, such as preferences,
settings, and the search bar.

AN @ K& |

| ‘.ippl*,-‘ a display filter ... <Ctrl-/=

b) The windows in the middle show the live network traffic on the network card
(adapter). Data is presented as frames.

c) The screen at the bottom displays information for a selected frame.
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Part 2 — Examine Live Network Traffic

3  Start capturing the network by clicking the Wireshark icon

4 Open a web browser (recommended: Edge or Firefox).

d![I.

5 Browse to http://juice-shop.herokuapp.com/#/ and immediately after the web

page is loaded, click the stop button LB

6 Take a closer look at a client requesting a web page from a server.
Use the search bar to display only the HTTP packets.

<

7. 3@5.849..
7 3mC a3

18.8.2.15 52.
1/m & 1 4C L]

16.192.249 HTTP

1€ 107 AN UTTH

430 GET /runtime-es2@15.js HTTP/1.1

A0 SET  funedan ac3G1C S0 UTTRI 4

e
File Bt View Go Caplure  Anshee  Stefistics  Telephony  Wirekss  Took  Help
m s ® HE qesEF & = § § §7F
hitp B4 -
Mo, Time Source Destination Protocl Length  Info
1. 4.821384 16.8.2.15 13.226.6.34 HTTP 383 GET //MEOWSDBGMEQWQjAIBEUrDEMCGEUABBSLWZ6EWSgdYcalaSEaal jiE..
1. 4.887717 13.226.6.34 10.8.2.15 OCSP_ 338 Response
» |7~ 305.715.. 10.0.2.15 52.16.192.249 HTTP 385 GET / HTTP/1.1
7.. 385.81€.. 52.16.192.249 10.6.2.15 HTTP 1@.. HTTP/1.1 268 0K (text;’html)
7. 3@5.845.. 10.0.2.15 52.16.192.249 HTTP 403 GET /styles.css HTTP/1.1

| +

Frame 749: 385 bytes on wire (3@8@ bits), 385 bytes captured (3e88 bits) on interface \Device\NPF_{B7C2B33F-4678 "

Ethernet II, Src: PcsCompu_lc:ba:@c (@8:P@:27:1c:ba:8c), Dst: RealtekU 12:35:06 (52:54:80:12:35:04)

Internet Protocol Version 4, Src: 18.6.2.15, Dst: 52.16.192.249

Transmission Control Protocol, Src Port: 49687, Dst Port: 88, Seq: 1, Ack: 1, Len: 331
~ Hypertext Transfer Protocol

GET / HTTP/1.1\r\n

f ff 82

p4e  2f 31 2e

78 74 2f
74 69 6f

PRTA 69 6d 61

7e 0@ @@ 47 45 54 20 2T 20 48 54 54 50 - -~--GE T / HTTP
31 ad 2a 41 63 63 65 7@ 74 3a 28 74 65
68 74 6d 6C 2¢ 20 61 7@ 70 6C €9 63 61
be 2f 78 68 74 6d 6c 2b 78 6d 6c 2c 20
67 65 2f 6a 78 72 2c 20 2a 2f 2a @d @a

/1.1--AcC cept: te
xt/html, applica
tion/xht mlexml,

image/jx r, */*..
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Click the GET HTTP packet sent from the local PC to the server.

# Capturing from Ethernet 2

File  Edit  View Go  Capture  Analyze  Statistics  Telephony — Wireless Help
AMJ0 MNREResEFa[Eaqar
BILE
No. Time Source Dectination Protocol  Length  Info
154 9.375544 93.184.220.29 10.0.2.15 OCSP 853 Response
166 8.447538 192.124.24%.31 10.8.2.15 PKIX-.. 186@ Certificate Revocation Li
235 9.608679 18.0.2.15 192.124.249.23 HTTP 274 GET //MEkwRzBFMEMWQTAJBgU
| 266 @.718556 192.124.248.23 10.8.2.15 0OCSP 956 Response
IZ?S 8.724957 19.0.2.15 52.16.211.175 HTTP 509 GET / HTTPJ’l.ll
296 @.8087185 52.16.211.175 1@.8.2.15 HTTP 45@ HTTP/1.1 384 Not Modified
3083 9.818648 18.0.2.15 52.16.211.175 HTTP 529 GET fstyles.css HTTP/1.1
] 3e4 9.818929 18.8.2.15 52.16.211.175 HTTP 554 GET /runtime-es2@15.js HT]

s

Accept: text/html, application/xhtml+xml, image/jxr, */*\r\n
Accept-Language: en-US\ri\n
User-Agent: Mozilla/5.® (Windows NT 18.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Geckeo)
Accept-Encoding: gzip, deflate\r\n
Host: juice-shop.herokuapp.com\rin
If-Modified-Since: Tue, 21 Jul 282 28:81:28 GMT\r\n
If-None-Match: W/"785-17372f75b4a"\r\n
Connection: Keep-Alive\rin
» Cookie: cookieconsent status=dismiss\rin
Arin
Full reguest URI: http://juice-shop.herokuapp.com
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Click each header to view the encapsulated date (logical ports, IP, and MAC
address).

F-| Capturing from Ethernet 2

File  Edit View Go  Capture  Analyze  Statistics  Telephony  Wireless  Tools  Help

mae RelQewEF o= aaqaf
(7 [t
No. Time: Source Destination Protocol  Length  Info
154 8.375544 93.184.220.29 10.8.2.15 ocsp 853 Response
166 @.447538 192.124.249.31 10.8.2.15 PKIX-.. 1868 Certificate Revocation List
235 9.688679 18.8.2.15 192.124.249.23 HTTP 274 GET //MEkwRzZBFMEMWQTAJBEUrDgMCGg
| 266 ©.718556 192.124.249.23 l1e.e.2.15 ocsp 956 Response
278 8.724957 10.8.2.15 52.16.211.175 HTTP 589 GET / HTTPR/1.1
296 ©.8@7185 52.16.211.175 10.€.2.15 HTTP 45@ HTTP/1.1 384 Not Modified
383 o.81e648 18.8.2.15 52.16.211.175 HTTP 529 GET /styles.css HTTR/1.1
| 384 ©.816929 10.8.2.15 52.16.211.175 HTTP 554 GET /runtime-es2615.js HTTP/1.1

Frame 278: 589 bytes on wire (4872 bits), 5@9 bytes captured (4872 bits) on interface \Device\NPF_{&87
Ethernet II, Src: |PcsCompu_lc:ba:@c (@2:2@:27:1c:ba:@c), Dst: RealtekU_12:35:8@ (52:54:80:12:35:08)
Internet Protocol Version 4, Src: 10.8.2.15, Dst: 52.16.211.175
~ Transmission Contrel Protocol, Src Port: 49938, Dst Port: 88, Seq: 1, Ack: 1, Len: 455
source Port: 49938
Destination Port: 8@
[Stream index: 34]
[TCP Segment Len: 455]
Sequence number: 1 (relative sequence number)
Sequence number (raw): 395281687
[Next seguence number: 456 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
Acknowledgment number (raw): 1212293

Document the following details:

a) What are the logical port source and destination?

b) What are the logical source and destination addresses?
c) What are the physical source and destination addresses?

[Colering Rule Name: HTTP] -
[Coloring Rule String: http || tcp.port == 88 || http2]
Ethernet IT, Src: PcsCompu_lc:ba:@c (BB:88:27:1c:ba:Bc), Dst: Realtekl) 12:35:88 (52:54:88:12:35:88)
Internet Protocol Version 4, Src: 10.92.2.15, Dst: 52.16.211.175
Transmission Control Protocol, Src Port: 49938, Dst Pert: B2, Seq: 1, Ack: 1, Len: 455
Source Port: 49938
Destination Port: 8@
[Stream index: 34]
[TCP Segment Len: 455]
Sequence number: 1 (relative seguence number)
Sequence number (raw): 3852061687
[Next sequence number: 456 {relative sequence number)]
Acknowledgment number: 1 (relative ack number)

Protocol Layer 4: TCP

Source Port: 49930 (usually selected randomly from the dynamic port range).

Destination Port: 80 (used by HTTP for web page transfer).

Flag: We can understand by observing the flags that this is the first packet of the TCP

3-way handshake process.
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[ “Internet Protocol Version 4, Sre: 18.8.2.15, Dst: 52.16.211.175] -
@188 .... = Version: 4
. 8181 = Header Length: 2@ bytes (5)
Differentiated Services Field: 2x8@ {DSCP: C58, ECN: Not-ECT)
Total Length: 495
Identification: @x5c5@ (23632)
Flags: exdpad, Don't fragmenmt
Fragment offset: @
Time to live: 128
Protocol: TCP (&)
Header checksum: @xe@e@ [validation disabled]
[Header checksum status: Unverified]
Source: 10.8.2.15
Destination: 52.16.211.175 -

Layer 3 protocol: IPv4
Source address: 10.0.2.15 (local machine)

Destination address: 52.16.211.175 (Juice shop hosting server)

[Coloring Rule Name: HTTP] -~
[coloring Rule String: http || tcp.port == 88 || httpz]
¥ Ethernet II, Src: PcsCompu_lc:ba:Bc (88:98:27:1c:ba:@c), Dst: RealtekU_12:35:88 (52:54:80:12:35:88)
Destination: Realtekl_12:35:88 (52:54:88:12:35:88)
source: PcsCompu_lc:bs:@c (8B:88:27:1c:ba:ec)
Type: IPvé (@xesee)
Internet Protocol Version 4, Src: 19.8.2.15, Dst: 52.16.211.175
v Transmission Contrel Protocol, Src Port: 4993@, Dst Port: 88, Seq: 1, Ack: 1, Len: 455
Source Port: 49930
Destination Port: B8
[stream index: 34)
[TCP Segment Len: 455]
Sequence number: 1 (relative sequence number)
Sequence number (raw): 3952891687 -

Layer 2 protocol: Ethernet
Source address: 08:00:27:1c:ba:0c (local machine)

Destination address: 52:54:00:12:35:00

Ethernet II, Src: RealtekU_12:35:9@ (52:54:98:12:35:0@), Dst: PcsCompu_lc:ba:@c (3:00:27:1c:ba:ec) -
Internet Protocol Version 4, Sre: 52.16.211.175, Dst: 10.8.2.15

Transmission Control Protocol, Sre Port: B8, Dst Port: 49938, Seq: 1, Ack: 456, Len: 396
rtext Transfer Protocol

HTTR/1.1 384 Not Modifiedirin

server: Cowboy\r\n

Content-Length: &\r\n

Connection: keep-aliveiyrin

Access-Comtrol-Allow-Origin: *\wrin
X-Content-Type-Options: nesniffirin
X-Frame-Options: SAMEORIGIN\rn
Feature-Policy: payment ‘self’\rin
Accept-Ranges: bytes\rin
Cache-Control: public, max-age=@\r\n
Last-Modified: Tue, 21 Jul 2828 28:€1:28 GMT\rin
Etag: W/"TBS-17372Ff75bd4a"\rin
Date: Wed, 22 Jul 2829 @9:17:32 GMT\r\n
via: 1.1 veguririn
\rn
[HTTP response 1/3]

ime since request: @.882223892 seconds]
[Request in frame: 278]

Response packet: Note that the source and destination addresses switched places.
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Lab Task 4: Capture Network Traffic to a File and Analyze it

In this task, we will capture packet data and save it to our disk. We will then open the

saved file and look for specific data using filters.

1 Click the Wireshark icon ® to start capturing.

2 Openthe CMD and send a ping to 8.8.8.8

EX Administraton ChWindows\systern32\cmd.exe

C:\Users\User>ping & .8

Pinging 8 with 32 bytes of dat

Reply from : flme=-am~

Reply from time=26ms

Reply from ) i : 3
Reply from 8.8 : by time=23ms TTL=53

ParP

Approximate r ip flme' in m1111 seconds:

Minimum 23ms, Ia-lmum = 38ms, Average

C:\Usersi\lUsep>

3 Browse to http://hack-yourself-first.com/

4  Stop capturing using the stop button M .
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5

Click File and then Save as. Name the file capturel and save it in the Desktop

folder.

‘ »
dm @ R ] & =S =|aQqean
‘ Wireshark - Save Capture Filz &5 x
Ni Destinaton
Savein: |- Deskton V| (< = A lmid - 33
Name . Date modified Type 18.211.118.2
) * Me items match your search. 192.168.6.36
S 192.168.6.36
[V 18.211.118.21
Desktop 192.168.6.48
- 192.168.6.36
Lilgis 192.168.6.40
192.168.6.31
] 192.168.6.36
This PC 192.168.6.31
. 52.2080.65.196
@ 192.168.6.36
Mewore > 52.200.65.196
File name: Capture | pezpl v Save 52.20.8.32
Save astyne: Wireshark /.. - peapng ( rtar.gz:” ntar.” peapn; Cancel Sheliiiil
52.28.8.32

<

¥

[CIcompress wih gzin
FrEe LT I3 DY Les On wire (1les pres); 1os pyres capiured (1104 bits) on int

Ethernet II, Src: IntelCor_@c:Be:e2 (38:80:25:0c:Be:e2), Dst: Netgear_1b:b7:8
Internet Protocol Version 4, Src: 192.168.6.36, Dst: 204.79.197.260

Transmission Control Protocol, Src Port: 50143, Dst Port: 443, Seq: 1, Ack: 1
Transport Layer Security

Help

Close Wireshark.

Double-click capturel.pcap to open the file.

Using the appropriate display filter, display only the DNS packets.

Note: if you fail to find the query, flush the DNS cache with the command
ipconfig /flushdns and repeat steps 3-8.

LIE BHEd -]+
L Time Source Destination Protocol  Length  Infa
2 ©,234844 10.8.2.15 8.8.8.8 DNS 72 Standard query 8x@dc9 A www.bing.com
3 9.311586 B8.8.8.8 108.9.2.15 DNS 193 Standard query response @x@dcS A www.bing.com CNAME a-@8@1.a-afden..
59 1.202924 1@.8.2.15 162.159.27.72 DNS 129 Dynamic update 8x1lbd SOA Cyber.com CNAME AAAA A A 10.8.2.15
6@ 1.259667 162.159.27.72 10.0.2.15 DNS 69 Unknown operation (8) response @x1lbd Not implemented SOA Cyber.com
[2.. 29.109166 10.8.2.15 8.8.8.8 DNS 84 Standard gquery @x5a3e A hack-yourself-fiurst.com|
3.. 29.178947 8.8.8.8 10.9.2.15 DNS 157 Standard query response @x5a3e No such name A hack-yourself-fiurst.
3. 36.128947 10.8.2.15 8.8.8.8 DNS B3 Standard query 8xd68c A hack-yourself-first.com
3.. 36.220372 8.8.8.8 10.8.2.15 DNS 99 Standard query response @xd68c A hack-yourself-first.com A 184.42..
3.. 36.769431 10.8.2.15 8.8.8.8 DNS 77 Standard query 8x99de A urs.microsoft.com
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COMMANDO 22/97/2028 13:45:20.38
C:\Windows\system32:ipconfig /flushdns

Windows IP Configuration

Successfully flushed the DNS Resolver Cache.

9 Document the following details:
a) Which Layer 4 protocol is used to encapsulate the Layer 4 header.
b) What are the source and destination logical ports?
c) What is the default DNS server configured on your machine, according to the
Layer 3 header?

Frame 729: 84 bytes on wire (672 bits), 84 bytes captured (672 bits) on interface \Device\NPF_{87C2
Ethernet II, Src: PcsCompu_lc:ba:@c (88:00:27:1c:ba:0c), Dst: RealtekU_12:35:00 (52:54:00:12:35:00)
Internet Protocol Version 4, Src: 10.0.2.15, Dst: 8.8.8.8
v|User Datagram Protocol, Src Port: 61464, Dst Port: 53|

Source Port: 651464

Destination Port: 53

Length: 5@

Checksum: @x1c62 [unverified]

[Checksum Status: Unverified]

[Stream index: 13]

[Timestamps]

Layer 4 protocol: UDP
Source port: 61464

Destination port: 53

10 Which filter will display all packets sent to port 53?

| ® SRR R e EF RS ] & & i

[ ||lndu.dsmc1'.= =53 |

Mo, Tima Sounce Destination Protocol Length  Info

2 8.234844 10.8.2.15 8.8.8.8 DNS 72 Standard query ©x@dc9 A www.bing.com

59 1.202924 16.6.2.15 162.159.27.72 DNS 139 Dynamic update @x1lbd SOA Cyber.com CNAME AAAA A
2.. 29.109166 10.6.2.15 8.8.8.8 DNS 84 Standard query @x5a3e A hack-yourself-fiurst.com
3.. 36.128947 10.8.2.15 8.8.8.8 DNS 83 Standard query @xdé8c A hack-yourself-first.com
3.. 36.769431 18.8.2.15 8.8.8.8 DNS 77 Standard query ©x99de A urs.microsoft.com
7.. 37.418783 108.8.2.15 8.8.8.8 DNS 84 Standard query @x5d2a A www.google-analytics.com

Page 19




11 Using the appropriate display filter, display only the Ping packets.

(A[e]

No. Time Source Destination Protocol  Length  Info
40 0.486646 10.0.2.15 8.8.8.8 213 Destination unreachd
84 8.714769 10.0.2.15 8.8.8.8 ICMP 74 Echo (ping) request
85 8.783218 8.8.8.8 10.0.2.15 ICMP 74 Echo (ping) reply
87 9.734447 10.0.2.15 8.8.8.8 ICMP 74 Echo (ping) request
88 9.802806 8.8.8.8 106.0.2.15 ICMP 74 Echo (ping) reply
89 10.7494106 10.0.2.15 8.8.8.8 ICMP 74 Echo (ping) request

12 Document the following details:
a) How many requests and replays are shown?

b) Why doesn’t ICMP have a logical port number listed in the packet capture?

Request Packets: 4

Replay Packets: 4

ICMP is a Layer 3 protocol, meaning it does not have a logical port. To verify this, you

can view the header of the packet, and note that there is no Layer 4 header.

13 Which filter will display all packets sent to the 8.8.8.8 host?

(W | ast--s.88.8

No. Time Source Destination Protocol L

12 ©.165509 10.0.2.15 8.8.8.8 DNS

35 0.249834 10.6.2.15 8.8.8.8 DNS

4186646 Poat 8.8.8.8 ICMP

82 8.313399 10.0.2.15 8.8.8.8 DNS

84 8.714769 10.6.2.15 8.8.8.8 ICMP

(- 87 9.734447 10.0.2.15 8.8.8.8 ICMP
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