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Note: Solutions for the instructor are shown inside the green box.

”@ Lab Objective

Learn how to use an operating system’s network configuration utility.

Q Lab Mission

Become familiar with the network configuration utility in Windows 10 (Task 1) or
MacOS (Task 2).

IMPORTANT: This exercise should ideally be performed in a hosted VirtualBox VM to
avoid modifying the existing (and presumably functioning) network configuration of
your computer’s base operating system. If you do not yet have a hosted VM installed on
your computer and choose to perform the exercise using your base operating system,
be careful not to make changes to your system (during Task 1, Steps 5 and 6 for
Windows users, or during Task 2, Steps 4 and 5 for MacOS users). Changes may result in
lost network connectivity for your computer until the exact previous settings are
restored. To avoid saving any misconfigurations in your network settings, simply click
the Cancel button in the appropriate window.

N
(Q Lab Duration

5-10 minutes

(0 Requirements

e Basic computer knowledge
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-1 Resources

® Environment & Tools
o Windows 10 OS or Mac 0OS X

IE Textbook References
A

e Chapter 3: Network Fundamentals
o Section 1: Introduction to Networking
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Lab Task 1: Windows 10 Network Configuration Panel

In this task, you will work with the Windows Network Configuration Panel, which allows
you to change the network configuration.

1 In Windows 10, select the search function and type network connections. Then
click View network connections as shown below.

Best match

Wiew network connections
= Control panel

Search the web . R
View network connections

£ network connection - See web results Control panel

£ network connections

£ network connection crossword

network connection test
network connectian error
netwerk connection speed
network connection monitoring
netwerk connectian errer 651

network connectian failed zoom

network connectian
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Double-click the Ethernet network interface.

Note: If the interface is disabled, double-click it twice. The first time will enable it
and the second time will open the Ethernet status window.

# Metwork Connections - a x
4+ &5 ControlPanel » Metworkand Internet » MNetwork Connections v O 2 Search Metwork Cannections
Organize « Disable this network device Diagnose this connection Rename this connection View status of this connection Change settings of this connection SEN S | 9

( Ethernet
E etwork

G2 |meliR) PRO/1000 MT Desktog Ad...

Titem 1 itern selectzd EEE
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3 Inthe Ethernet status window, click Properties.

. Ethernet Status X
General
Connection

IPv4 Connectivity: Internet
IPvE Connectivity: No network access
Media State: Enabled
Duration: 01:00:43
Speed: 1.0 Gbps

Activity
Sent 'L"w- s Received
=
Bytes: 20,863,140 2,903,105,523
!;Pmperties !;Disable Diagnose
Clase
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4  Click the text Internet Protocol Version 4 (TCP/IPv4).

Note: Do not click the checkbox. Click the text, which will highlight the item.
Then click Properties.

@ Ethernet Properties X
Networking  Sharing
Connect using:
g Intel(R) PRO/1000 MT Desktop Adapter

This connection uses the following items:

9% Client for Microsoft Networks A
48} File and Printer Sharing for Microsoft Networks

v QoS Packet Scheduler

v =
B8 intemet Protocol Version 4 (TCP/IPv4)
4. Link-Layer Topology Discovery Mapper /O Driver

[] & Microsoft Network Adapter Multiplexor Protocol v
< >

Install... Uninstall Properties
—

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

OK Cancel
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Note the options that are available for configuration. You can use DHCP to obtain
an |IP address by selecting Obtain an IP address automatically, or manually
configure the network interface by selecting Use the following IP address: and
entering the IPv4 address, subnet mask, and default gateway.

Note: Manual configuration requires an understanding of the settings for the
network you are connecting to. If you are performing a manual configuration in a
corporate environment, you will likely need to consult with the network
administrator for the proper setup. If you do not want your changes to be
applied, remember to click Cancel at the bottom right of the window when you
are done with this step.

Internet Protocol Version 4 (TCP/IPv4) Properties X

General Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate [P settings.

() Use the following IP address:

]
I

l:.) Obtain DNS server address automatically

(O Usg the following DNS server addresses:

]
]

\
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m
A
m
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Advanced...
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Note the options that are available for configuration. You can use DHCP to obtain
the IP address of DNS servers by selecting Obtain DNS server address
automatically, or manually configure DNS server IP addresses by selecting Use
the following DNS server addresses and entering the |IPv4 address for the DNS
server.

Note: Manual configuration requires an understanding of the settings for the
network you are connecting to. If you are performing a manual configuration in a
corporate environment, you will likely need to consult with the network
administrator for the proper setup. If you do not want your changes to be
applied, remember to click Cancel at the bottom right of the window when you
are done with this step.

Internet Protocol Version 4 {TCP/IPv4) Properties X
General Alternate Configuration
You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate [P settings.

() Uge the following IP address:

]
]

@) Obtain DNS server address automatically

() Use the following DNS server addresses:

]
]

\
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Advanced...
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Lab Task 2: Mac OS X Network Configuration Panel

In this task, you will work with the Mac OS X Network Configuration Panel, which allows
you to change the network configuration.

1 Onthe Mac machine, press Command + Spacebar to open the spotlight search,
and search for System Preferences.

-mw

Q, System I’referer‘u:‘,eﬂ

L
=
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2 Inthe System Preferences window, select Network to enter the network
management center.
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In the Network configuration panel, on the left side of the window is a list of
network interfaces. The active network interface has a solid green circle to the
left of the interface. Select the active interface, then click Advanced... on the
lower right side of the Network configuration panel window, as shown.

Network

Location: = Automatic
Wi-Fi e ) —
Cone Status: Connected Turn Wi-Fi Off

Bluetooth PAN 5B

e <-<--:} Network Name:

/

Thunde...lt Bridge{‘; v Automatically join this network

e NordVPN IKE

@ ¥ Ask to join Personal Hotspots

Ask to join new networks

Known networks will be joined automatically. If
no known networks are avzilable, you will have
to manually select a network.

v Show Wi-Fi status in menu bar Advanced...
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Click the TCP/IP configuration area as shown below. To explore this area, click the
drop-down menu to the right of the Configure IPv4 field name. Note the
configuration options in the drop-down menu, which include DHCP and manual
configuration.

To explore further, click the drop-down menu to the right of the Configure IPvé
field name for options that include automatic and manual configuration. If you do
not want your changes to be applied, remember to click Cancel at the bottom
right of the window when you are done with this step.

Wi-Fi

Configure IPv4:
IPv4 Address:
Subnet Mask:

Router:

Configure IPv6:

Router:

TCP/IP  DNS

Using DHCP
192.168.1.4
255.255.255.0

192.168.1.138

Automatically

IPv6 Address

WINS 802.1X Proxies Hardware

Renew DHCP Lease

DHCP Client ID:

(If required)

Prefix Length
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Click the DNS configuration area as shown below. To explore this area, click the
plus (+) sign below the DNS Servers list, and note how you can add IPv4 and IPv6
addresses for DNS servers.

To explore further, click the plus sign below the Search Domains list and note
how you can add search domains. If you do not want your changes to be applied,
remember to click Cancel at the bottom right of the window when you are done
with this step.

Wi-Fi TCP/IP DNS WINS 8021X Proxies Hardware

DNS Servers: Search Domains:
8.8.8.8

+ IPv4 or IPv6 addresses
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